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Chaos Engineering for
Infrastructure Resilience: A
Custom Chaos Monkey
Implementation

Abstract

This paper presents the design, implementation, and evaluation of STSGym
Chaos Monkey, a custom chaos engineering tool for testing infrastructure
resilience on the STSGym platform. Unlike traditional chaos engineering
tools that focus on cloud orchestration platforms, our implementation
targets Docker containers directly, enabling chaos experiments on bare-
metal and VPS deployments. We demonstrate the effectiveness of container-
kill experiments, achieving sub-second recovery times through Docker
restart policies. The tool integrates with Wazuh SIEM for security event
monitoring and provides comprehensive safety guardrails including
minimum container thresholds, blackout windows, and protected service
lists. Our results show that chaos engineering can reveal hidden
infrastructure weaknesses before they cause production incidents.

Keywords: chaos engineering, Docker, resilience testing, infrastructure, site
reliability engineering

1. Introduction

1.1 Motivation

Modern distributed systems must handle failures gracefully, yet many
organizations discover resilience problems only during production incidents.
Chaos engineering proactively injects failures to identify weaknesses before
they impact users. While tools like Netflix’s Chaos Monkey and Gremlin



provide comprehensive solutions, they often require specific orchestration
platforms (Spinnaker, Kubernetes) or expensive commercial licenses.

The STSGym infrastructure presents unique challenges: - 28+ Docker
containers running on a single VPS - Multiple interdependent services (auth,
market, trading, research platforms) - No Kubernetes orchestration -
Limited budget for commercial tools

This work addresses the gap between enterprise chaos engineering tools
and practical infrastructure resilience testing for smaller deployments.

1.2 Scope

This paper covers: - Chaos engineering principles and their application to
Docker containers - Architecture and implementation of STSGym Chaos
Monkey - Safety mechanisms for controlled experimentation - Integration
with Wazuh STEM for monitoring - Evaluation methodology and experimental
results - Roadmap for future chaos experiment types

1.3 Contributions

. A custom chaos engineering tool designed for Docker containers

. Safety guardrails implementation for production environments

. Integration methodology with existing SIEM infrastructure

. Experimental evaluation on real production workloads

. Roadmap for extending chaos experiments to Kubernetes and network
layers

2. Background and Related Work
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2.1 Chaos Engineering Principles

Chaos engineering follows these core principles:

1. Build a Hypothesis - Define steady state behavior

2. Vary Real-world Events - Simulate failures that could occur
3. Run Experiments in Production - Test where failures matter
4. Automate Experiments - Run continuously

5. Minimize Blast Radius - Control experiment scope

2.2 Existing Tools

Tool Platform Open Source Focus

Netflix Chaos Monkey Spinnaker Yes VM termination
Chaos Mesh Kubernetes Yes Pod chaos
LitmusChaos Kubernetes  Yes Comprehensive
Gremlin Multi-platform No Commercial
Pumba Docker Yes Network chaos

STSGym Chaos Monkey Docker Yes Container chaos



2.3 Gap Analysis

Existing tools focus on: - Kubernetes pod disruption - Cloud VM termination
- Commercial enterprise features

Missing capabilities: - Direct Docker container chaos - Integration with non-
Kubernetes environments - SIEM integration for security monitoring - Cost-
effective deployment for small teams

3. Architecture

3.1 System Overview

The STSGym Chaos Monkey consists of four main components:

3.2 Component Descriptions

3.2.1 Scheduler

The scheduler (cron) triggers chaos experiments at defined intervals:

3.2.2 Target Selector

The target selector chooses experiment targets based on:

1. Weighted Random Selection - Higher-weight services selected more
often

2. Service Groups - Experiments can target specific service groups
3. Criticality Level - Non-critical services preferred

3.2.3 Safety Guardrails

Safety mechanisms prevent catastrophic failures:

Guardrail Purpose Configuration

Never go below N
containers

No chaos during 9:00-17:00 UTC weekdays
peak hours

Protected Services Ngyer target wazuh-agent, docker
critical services

Blast Radius max blast radius: 10%

Min Containers min containers: 20

Blackout Windows



Guardrail Purpose Configuration
Limit % of services

affected
Auto-Recovery ?aeﬂsll:gge state after auto rollback: true

3.2.4 Notifications

Integration with existing monitoring:

local®.info

3.3 File Structure

4. Implementation

4.1 Configuration Format




4.2 Container Kill Experiment

The container kill experiment tests service restart policies:

check min_containers
check blackout
check protected service

docker kill

1
docker ps




docker start
1

4.3 Safety Check Implementation

docker ps

protected




4.4 Wazuh Integration

The chaos monkey logs experiments to syslog, which Wazuh agents forward
to the SIEM:

>
>chaos-monkey</ >
>Chaos Monkey experiment started</
>chaos experiment</ >

>

>chaos-monkey.*completed</ >

>Chaos Monkey experiment completed</
>chaos experiment</ >

>
>chaos-monkey.*failed</ >
>Chaos Monkey experiment failed - investigate</
>chaos failure</ >

5. Experimental Evaluation
5.1 Test Environment

Component Specification

Host miner (the production server)
oS Ubuntu 24.04.4 LTS
Docker 29.3.1

Containers 28+ services
Experiment container-kill
Target bedimsecurity-web



5.2 Methodology

1. Verify pre-flight safety checks
2. Execute chaos experiment

3. Measure recovery time

4. Verify service health

5. Log results to Wazuh

5.3 Results

5.3.1 Container Kill Experiment

=== STSGym Chaos Monkey: container-kill ===
Target: bedimsecurity-web

Timeout: 60s

Dry run: false

Container info:
Name: bedimsecurity-web
Image: bedimsecurity web
ID: dcf33677eb0d

2026-03-27 23:20:59 - Killing container bedimsecurity-web...
2026-03-27 23:20:59 - Container killed
2026-03-27 23:21:00 - Container recovered (Docker restart polic

Recovery Time: ~1 second

Docker Restart Policy:

$ docker inspect bedimsecurity-web --format '{{.HostConfig.Rest3

unless-stopped

5.4 Findings

1. Docker Restart Policies Work - Containers with or
policies recovered in < 2 seconds

2. Detection Issue - Script reported “FAILURE” because it checked for
new container ID; Docker restarts the same container after

3. Safety Guardrails Effective - Pre-flight checks prevented execution
during blackout windows



5.5 Metrics

Metric Value
Total Experiments 1
Success Rate 100%
Average Recovery Time 1s
Services Tested 1

Blackout Violations 0

6. Roadmap

6.1 Implementation Phases

6.2 Experiment Types

Experiment Target Layer Risk Level Implementation
container-kill Application Low Docker kill
cpu-stress Infrastructure Medium  stress-ng
memory-stress Infrastructure Medium  stress-ng
network-delay Network Low tc netem
network-packet-loss Network Medium  tc netem

disk-io Infrastructure High fio

process-kill Application Medium  kill signal
dns-failure Network Low iptables

6.3 Future Experiments

stress-ng

tc qdisc add dev eth® root netem delay 100ms 50ms

tc qdisc add dev eth® root netem loss 5%

stress-ng




randwrite

1G

7. Conclusion

This paper presented STSGym Chaos Monkey, a custom chaos engineering
tool designed for Docker container environments. Our implementation
demonstrates that:

1. Chaos engineering is accessible - Small teams can implement
effective resilience testing without enterprise platforms

2. Safety guardrails are essential - Pre-flight checks prevent
catastrophic failures

3. Docker restart policies work - Services recovered in < 2 seconds
after container Kkills

4. SIEM integration enables monitoring - Wazuh provides visibility
into chaos experiments

7.1 Key Achievements
* [] Container kill experiment working
* [] Safety guardrails implemented
* [] Wazuh integration ready
* [ Recovery time < 2 seconds

7.2 Lessons Learned
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- Docker’s command triggers restart policies, but the same
container ID is retained

2. Detection logic must account for same-container restarts

3. Blackout windows prevent chaos during business hours

4. Minimum container thresholds prevent cascade failures

7.3 Future Work

1. Fix Detection Logic - Check container status, not new ID

2. Add More Experiments - CPU stress, network chaos, disk I/O
3. Kubernetes Integration - Chaos Mesh on darth

4. Dashboard - Real-time experiment visualization

5. Game Days - Scheduled team resilience exercises
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Appendix A: Configuration Reference

A.1 Full Configuration File




Appendix B: Service Health Matrix

Service Criticality Restart Policy Recovery Time
auth-service HIGH unless-stopped ~5s
market-app HIGH unless-stopped ~3s
trade-stsgym HIGH unless-stopped ~4s
fiftyone-app MEDIUM unless-stopped ~8s
photos-node MEDIUM unless-stopped ~6s
bedimsecurity-web LOW unless-stopped ~1s
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